International Journal of Scientific & Engineering Research Volume 10, Issue 3, March-2019

ISSN 2229-5518

1395

Blockchain Technology in Health Inusrance —
Integration of 8 Stake Holders
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Abstract— Blockchain is a progressive innovation technology that is impacting several domains, especially in the area of FinTech. The
Health Insurance Company involves a number of stake holders for effective completion of various activities. All these stakeholders work in
silo, there by data becomes dirty and may lead to errors as it moves from one stake holder to others. There are a considerable number of
cases of fraud that goes undetected and measures to prevent fraud appears to be a distant goal. Insurance companies are incurring huge
losses because of such errors due to unclean data and undetected frauds. Moreover consumers are loosing control over their own data.
This leads to disintegration of trust between Insuree and Insured. Current system lacks transparency, takes lot of time for claim processing,

settlement and underwriting process.

Our framework is built using blockchain technology induces Trust and Transparency. It also provides efficiency and security that enables
the information to be controlled by the policy owner. Smart contracts are used for claim management there by increasing the speed of
claim settlement process and decreases the administrative costs and provides an error and fraud free solution. Ethereum is used for
developing the framework, which is open source premissionless blockchain framework.

Index Terms— Blockchain, Bitcoin, Cryptog raphy, Decentralisation, Distributed Ledger, Smart Contract, Health Insurance.

1 INTRODUCTION

Satoshi Nakamoto[3] proposed bitcoin in 2009, which is decen-
tralized cryptocurrency which works on public ledger and it is
distributed across the nodes, there is no central authority in-
volved for validation of transactions and validation is done
based on the consensus algorithms which provides high guar-
antee that transactions cant be altered once it is committed to
blockchain.
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As the blockchain technology is evolving many
cryptocurriences like Litecoin[4], Ripple[5], Ethereum[6]
have attained huge success. Many consensus mechanisms
are proposed for managing the ledger: Proof-of-work|[7],
Proof-ofstake[8,16],proof-of-activity[10],practical Byzantine
faulttolerance[11] other consensus mechanisms[13-14].

Blockchain is a distributed ledger which works on the peer-
to-peer network for recording the transactions. All the
transactions that are committed in the blockchain are
immutable, comparing to traditional databases, rules of the
transaction are fixed to itself using the smart contracts.
Smart contracts have the rules which are agreed by
participants in the distributed ledger. Distributed ledger
has 3 components a) Consensus Algorithm b) Shared
Ledger c) Nodes in the network. All the transactions that
are occurring in the network will be grouped into blocks
and then added to the chain in chronological order.

Hashing technique is used for entangling the blocks which
prevents changes to a particular block[1]. Every block has a
pointer which points to its previous block and it is
associated with a time stamp. Once the transactions are
recorded in the blockchain it is Immutable, this
characterstic of blockchain helps to prevent double
spending, records can’t be tampered and transactions are
protected from the attackers [2]. Consensus mechanism is
used for validation of transactions that are happening,
thereby avoiding the trust on centralized authority or third
party. Contracting parties can track their assets and
agreements without any 3rd party or centralized
verification process.

Every transaction that is committed by a node will be
signed and then broadcasted to a network. Signing a
transaction by the private key provides authenticity and
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integrity of the transaction. The Important fact is only a
valid user with the private key can sign the transaction and
if others try to intrude they get an error because the
information results in the failure of decoding. Blocks have
set of transactions with a time-stamp, these blocks are
broadcasted in the network where the validation nodes
check whether all the valid transactions are present in the
block if it is valid then it is added to blockchain else it is
discarded. Thus network nodes play a crucial role as
validators and the full node has the full copy of the
blockchain ledger[20,21,22].

Transactions occurred in the network and considered
legitimate by the network are chronologically arranged and
packed to a time-stamped blocks by certain nodes, those
are called miners. In different frameworks, different
consensus mechanisms are available like proof-of-stake or
proof-ofwork. The selection of data type and miners is
incorporated into the block by the type of consensus
protocol chosen. The blocks are then broadcasted to the
network, validation nodes verify whether the received
block has legitimate transactions and that it references the
previous block in the chain by using the corresponding
hash. If both requirements are met, the block will be added
to the blockchain by the nodes. Otherwise block is
discarded. This is the role of nodes in the network. Since
the blockchain network is a P2P network, a node can be
regarded as a peer when it starts to connect and
communicate with other nodes in the network, along these
lines the proper name would be a peer-node. In laymans
term, the computer that has a complete copy of the full
blockchain ledger and operates on that is called as a full
node[33,34].

Each node maintains the copy of the ledger and the
transactions that are committed to chain depends on the
consensus algorithm. Major advantages of using this tech-
nology are as follows[16]

1. Redundancy Transactions are bundled into blocks.Once
the block is validated it is written to the chain which will be
immutable. Creation of new block is done only after the
completion of the previous block.

2. No central authority is involved.

3. Various business rules are encoded into a smart contract
which helps for automation of various tasks.

4. Prevents single point of failure as the ledger copy is rep-
licated across the nodes.

Huge amount of data is getting generated in the mod-
ern world which leads the industry to take business deci-
sions according to the data they receive. As there is a lot of
middlemen involved in passing information from one
agent to other agents in the Health Insurance industry
there is a possibility of human error and fraud which leads
insurance industry to incur huge losses. With Blockchain
technology, we can avoid the middle man and can make
the entire system decentralized, transparent thereby mak-
ing the entire claim management system in a friction-free
way.

Policyholder avails the services from the hospital and
the data is scattered across the service providers and all
service providers work in a silo, because of which policy-
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holders lose access to their data and they are not able to get
the ownership of their data[19].

In Health Insurance claim management, there are hospi-
tal, pharmacy, emergency, TPA(Third Party Authorisa-
tion), policyholder, Regulator, Insurance Company are the
various stakeholders involved in claim processing. Health
Insurance Industry is about handling the claims and man-
aging the risks which have a lot of financial transactions
daily. This leads the Health Insurance company vulnerable
to some of the following: Attacks on system, fraudulent
transactions, data becomes dirty as it passes from one
stakeholder to other stakeholders, Security of the policy-
holder information. As this domain is highly complex with
many business rules and a lot of stakeholders involved the
claim handling becomes tedious and time taking which
demands a lot of processing and settlement time. And there
is no control of the medical information to the respective
policyholder.

Storing the financial transactions and ownership of the
data of policyholders are the fundamental core part in cov-
erage of claim operations. Existing methods are noticeably
complicated, fragmented data across stakeholders suffer
from lack of a standard. Reconciling the data across stake-
holders for claim settlement is a tedious job and demands a
lot of time for the same, there is the probability of duplica-
tion of data which leads to high cost.

Business rules are coded into the smart contract[15]
which represents the contractual agreement. Parties in-
volved in the contract structures the relation between them
efficiently without any ambiguity of words in self-
execution fashion. We have implemented the framework
on ethereum blockchain and different smart contracts have
been implemented for different stakeholders involved in
the entire chain. With Smart contract customer experience,
claim time can be reduced and operational cost will be de-
creased.

Our Framework focuses on getting all the stakeholders
into one single platform thereby sharing information across
the stakeholders become easy and drives the efficiency in
claim processing and other activities in the Health Insur-
ance Company, as a consequence it brings the structural
change in the current working system of Health Insurance.
Our work also addresses on Transparency, Security of
Medical records of policyholder, Reduction in Claim set-
tlement time and decreasing the administrative cost,
avoid’s middle man, human errors and fraud, detailed de-
scription is given in the Table-1.

A. Ethereum

Vitalik Buterin in 2013 designed Ethereum, which facili-
tates to build the decentralized applications on top of the
blockchain. Currency in Ethereum is called Ether. Transac-
tions and computation fees called gas have to be paid and
the amount of gas depends on the computation type. Con-
sensus mechanism in Ethereum is Proof of Work. Solidity
is the language which helps to build decentralized applica-
tions that are Turing complete.

Each account is an object with 20 unique byte address.
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Table 1

Accounts in Ethereum are 2 types Externally Owned Ac-
count which work with a private key and Contract account,
that is generated on uploading the contract code into
blockchain. EOAs are meant for signing transactions to
produce messages and it doesnt contain any code.

Figure 1.

2. CHALLENGES IN CURRENT HEALTH
INSURANCE SYSTEM

Insurance company incurs a lot of administrative costs
to figure out the claims of the policyholder that are claim-
ing by different service providers in favor of the policy-
holder. A lot of time human involvement is required to find
out whether it is fraud or genuine. This also consumes a lot
of time for processing and settling the claim. As the data
arises from different stakeholders where all stakeholders
are operated in silos as shown in Figure 1, thereby data gets
fragmented and becomes dirty and may prone to human
errors and fraud, legacy models may slow down the pro-
cess of claim settlement.

In the current system, all the data will be stored in the
centralized system and it will be controlled by central au-
thority, there is possibility of changing the records, forgery,
an omission of information and reversing transaction with-
out past information, thereby creating a lack of trust and
transparency to the policyholder’s data [25], which can be
addressed using blockchain.

Insurance providers lack behind the patient data be-
cause of the involvement of various stakeholders, there is a
possibility of ending up in assigning inappropriate funds to
the policyholders which lead to customer dissatisfaction.

Current system runs with a lot of paperwork which may
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lead to manipulation of data at different stakeholder’s lev-
el, thereby creating a huge loss to insurance companies.
Security of policy holder’s medical data is the biggest
disadvantage, because policyholder does not have control
over his data, and he may not be able to access his records
as and when required. And the policyholder has to wait a
lot, for settling the claim. This procedure may take from 17-
20 days to months. For both Insurer and Insuree Trust,
Transparency, security of the data, creates the gap in visi-
bility that leads to error/fraud.
Some other areas that affecting Health Insurance Compa-
ny [24]:
1. Verification and process delays.
2. Unstructured data capturing in account.
3. Claims settlement including premium payments.
4. Operational cost.
5. Poor user engagement.
6. Lack of trust between Insuree and Insured.
7. Risk aversion and delayed processing time.

Stakeholders we considered in this paper are the Insur-
ance company, Agent, Policyholder, Hospital, Pharmacy,
Emergency, Third party Administration. Currently, all
these stakeholders work in a silo and communicates across
themselves depends on the services needed. Time taken to
settle the claim in this scenario is large because of the in-
volvement of the various middle man across the entire In-
surance chain [37]. Policyholders do not have much control
over there information and lack of transparency exists be-
cause of the business model and organizational structure, a
lot of interactions in this system is done using the brokers.
During 2015 Digital Life Design conference in Munich,
Christof Mascher, Allianz chief operating officer said [23]

“How to get to a higher frequency of interaction with cus-
tomers was always a big challenge for insurers. The digital
age has brought us countless opportunities and frequent
touch points. Now it is up to us to understand the devices
and the customer’s diverse ecosystems, so we can tailor our
offer and reach out to them”.

Main activities in the Health Insurance Company are
Underwriting, Claims Process and Management.

A. Underwriting

Risk selection is one of the most important constituent
in an insurance cycle. Underwriting department in an
(re)insurance company mainly performs the quantitative
and qualitative assessment of risk with the support from
other departments (Example: Actuarial). They would assess
the risk based on their experience, market conditions. Each
underwriter has some capacity within which to accept or
reject the risk being insured.

B. Claim Process and Management

Claim unit comes to play once the risk arises for ena-
bling the timely payment of the client. This procedure in-
cludes loads of examination and due constancy to possibly
distinguish fake cases and guarantee the Insurance compa-
ny isn’t paying more than anticipated. Multiple claims
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payment as requested by the policyholder is one challenge
in the Insurance industry because there is practically zero
coordinated effort in sharing data among them.

Claims processing improves the reputation of the Insur-
ance company and the trust of the customer. Claim pro-
cessing has 3 stages: a) Claim Submission b)Loss Adjust-
ment by Insurance Company and other stakeholders
¢)Claim Approval and payment. Around $ 800 billion per
year is the loss incurred by the Insurance sector for paying
the fraudulent claims which are generally about 20% of the
aggregate claims annually paid [28]. Currently, the claim
settlement is done through assessors [29] which increases
the turn around time. The same claim settlement can be
done in real time through smart-contract by imbibing the
business rules into it.

3. NEED OF BLOCKCHAIN TECHNOLOGY IN
HEALTH INSURANCE SYSTEM

With blockchain technology policyholder is assured about
the control of their data because of the public-private key
cryptography and blockchain characteristics. Through smart
contracts business processes are automated and other charac-
teristics like robustness, Immutability of Data, Encryption,
Transparency, Data redundancy are achieved. This helps the
Health Insurance company for fair pricing and it also reduces
the number of false positives in surveillance of transactions
and helps in fraud prevention[9]. The entire procedure is
transparent and avoids a lot of middle agents and the claim
settlement time will come down because of the smart contract
[26] [27].

In claim processing, Health Insurance company acts like in-
termediate for paying the claims according to the services that
are availed by the policyholder. In the current system, the
claim processing takes on an average 17-18 days to settle a
claim and claims may not be processed automatically. Block-
chain records the set of transactions that are coming from dif-
ferent stakeholders can help the Insurance company to identi-
fy fraud during the claim-processing.

It also helps to record the documents, ownership proof etc,
by different stakeholders in the Insurance chain and link them
to their digital identity. Stakeholders will not be able to modi-
fy the information that was inserted by other parties, because
of this dis-intermediation will lead to lower costs. Trust be-
tween the Insurance company and policyholder is ensured
because of the blockchain characteristics, as it removes a lot of
middle man.

The main feature of this technology is to track the transac-
tions in a decentralized way, thereby avoiding fraud and
counterfeiting [17]. Trustworthy transactions are supported by
this technology without any human monitor and control [18].
This technology helps to prevent fraud through AML (Anti
Money Laundering) procedures. Some of the studies [30-32]
suggest that using blockchain rather than with central data-
bases, it helps the various stakes holders to validate the trans-
action and reduce the current challenges in the industry.
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4. BLOCKCHAIN BASED FRAMEWORK FOR HEALTH
INSURANCE

The activities that are involved in the Health Insurance
company are encoded into smart contracts and deployed
the same in Ethereum Blockchain for storing the results
and transaction executions. Some of the terms in block-
chain are as follows:

A. Transactions

Transactions are considered as an exchange of infor-
mation between different stakeholders in the entire insur-
ance chain. In Health Insurance scenario transactions are
Underwriting, Processing claim, Claim Settlement etc.,

B. Proposers

Proposers initiate and submit transactions to the Block-
chain. Allstakeholderscanbeconsideredasproposers.

C. Validator’s

Validator’s role is to validate whether the incoming
transaction to be included in the Blockchain or not and this
validation is done based on the rules that are coded in the
smart contract and the consensus mechanisms. In Ethere-
um framework they are called as miners.

D. Block

Each block will be validated by the set of nodes in-
volved in the network using the consensus mechanism,
depending on the type of consensus algorithm (maximum
voting whether to add a particular block to chain) block
will be added to the chain.

Integration of all the stakeholders into one single plat-
form as shown in Figure 2 using the blockchain will cut
down the administration cost and it also solves the issue of
transparency and security of the data. Policyholders has
the access to their data because of the public-private key
cryptographic concept. All the stakeholders are able to ac-
cess the data because of the smart contract [12]. Accessing
the data and performing a set of transactions in the chain
depends on the kind of role the stakeholder has and this is
done based on the role-based authentication using a smart
contract.

Different contracts are defined in this framework because
of the involvment of various stake holders and each trans-
action will be validated by the set of nodes using the proof
of work consensus mechanism.

The ability of blockchain helps to improve customers
experience and automate premium payment. Information
can be stored in distributed ledger thereby reducing the
turn around time in finishing the underwriting process,
this is achieved through smart contract. Policy holder can
pay the monthly premium using the Escrow concept in
Ethereum.

Policyholders contract is encoded with the policy hold-
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er’s coverage information. Refunding and processing the
claim requests are major areas where customer focuses and
the involvement of experts in insurance industry plays a
role whether to pay the requested claim amount or not.
This varies according to the policies and the services enti-
tled under those policies. Protection of policy holder’s data
is an important aspect in underwriting and also the rules
that govern for settling the claims. A lot of information will
be generated from the stakeholders in the form of medical
records, pharmacy bills etc., which has a lot of sensitive
information and some of the records may not be in digital
form. Claims settlement is done based on the rules defined
in the policy contract. Claim adjusters and doctors in
Health Insurance company investigate whether the claim
amount should be paid or not depending on the reports
that are submitted by different stakeholders on behalf of
the policyholder. Blockchain helps to build all these rules
in the smart contract, thereby achieving the transparency,
decentralization, and security as shown in figure 3. When-
ever a transaction occurs if it is satisfied by the set of rules
that are encoded in the smart contract, all such transactions
will be written to the blockchain.

5. BLOCKHCHAIN ARCHITECTURE FOR HEALTH
INSURANCE COMPANY

Our model implements the different functionalities that
are done by the Health Insurance Company through smart
contracts, and executing these contracts in Ethereum Block-
chain, for contracts execution and storing the results.

Figure2. Stake Holders in Health Insurance with
Blockchain

Figure3. High-Level view of Claim Processing
through smart contracts.

A. Members involved in the Health Insurance

Primary member in the Health Insurance is Policy
Holder who will be covered by Insurance Company by tak-
ing the Insurance Policy and paying the premium amount
for the same and submitting the claims and receiving the
refund for the same.

“Agent” acts as the mediator between Insurance Compa-
ny and the Insured, role of agent ends by submitting the
new policy holder’s details to the insurance company and
paying the premium amount on behalf of the customer.

“Insurance Company” modifies the cap for various fields
of the details of the policyholder which are submitted by
the agent, underwriting process will be done only by the
Insurance Company. Insurance Company handles claim
requests and also adjusts the claimed amount to be paid,
with the help of claim adjusters and physicians.

“TPA”(Third Party Authorization) can be seen as out-
sourcing the claim processing administration, premium
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collections, and other administrative activities.
“Policy Holder” can see only his details and his agent
information, and all the past history, he does not have the

Shared,
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right to interfere at the services that are being done by the
Insurance Company or other stakeholders in the Insurance
Chain.
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Role of “Emergency” stakeholder is to admit the patient
in case of emergency and treat for the same and submit the
amount to the insurance company on behalf of the policy-
holder. Insurance company validates whether the claimed
amount should be paid to the hospital that treated Emer-
gency.

“Pharmacy” provides the medicines as prescribed by the
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doctor to the policyholder, and claims the pharmacy
amount to Insurance Company on behalf of the policy-
holder.

“Regulator” mainly work with insurers to protect policy-
holdersinterestsandtheyensurebyenforcingtheregulations
to insurance companies, setting sanctions and educating
the policyholders. Their role is important in both promot-
ing the industry growth and good governance.

B. Components involved in Model

The model has a distributed Ethereum blockchain B
which logs the execution results of all transactions and also
maintains the Insurance contracts, Authentication contracts
and transaction results of all stakeholders in the chain.
Nodes who involved in the verification of transaction vali-
dates whether the transactions that happen across the chain
will be added to the chain or not based on the rules that are
encoded in the smart contract. Entire functionalities of the
Health Insurance company will be driven in Blockchain
using the Smart Contracts.

C. Registration of Stake Holders

All the stakeholders involved in the chain will have an
Externally Owned Account which is issued by Insurance
Company through eth.createAccount(). Each stakeholder
will have one public key and associated private key and
also defined with a certain roles and services as shown in
algorithm 1. Identity verification and authentication pro-
cess are done in a decentralized way which is done using
smart contract[36].

D. Proposed Model

Health Insurance company does a lot of transactions and
different functionalities across the stakeholders. Transac-
tions that happens across stakeholders will differ and these
will be validated by the different smart contracts, whose
business rules are encoded for the same. All the valid
transactions are added to the Blockchain by using the con-
sensus protocol. Blockchain maintains each transaction ex-
ecution thereby ensuring that the client will not falsely ac-
cuse the Insurance company in case of any discrepancies
that happens for his Health Insurance Data or delay in
Claim Processing mechanism as shown in Figure 4.

Each contract (SC) can be accessed only by certain
stakeholders. We are referring to the attributes of the
stakeholders including policyholder and policy details as
objects. Structure of all these things is defined during the
instantiation of the smart contract. We have a function f
that creates accepts the inputs of the details of the policy-
holder during underwriting and function f generates the
composite keys (private key, public key). The public key
will help to retrieve the details of the user information in
the future.

Storing the data in Blockchain is very costly, we have
used IPFS(InterPlanetary File System) for the storage. It is
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content addressable and in case of failure in a particular
node, other nodes will be able to provide necessary infor-
mation. By inserting the data in IPFS it generates a hash for
the same, using the public key of Insurance Company or
Third Party Authorization or other stakeholders, the gener-
ated hash will be encrypted. Respective stakeholders view
the request by decrypting the same.

By recording the transactions on blockchain at every
stage in the life cycle from the time of taking a policy and
other activities that are done by various stakeholders to
particular policyholder in Insurance Company, the immu-
tability nature of Blockchain helps to trace the details thus
delivers a degree of simplicity in underwriting procedure
and has the capacity to lessen the fraud. This will lead to a
decrease in transactional cost and trustless computations.
Massive aspects of underwriting procedure, claims and
billing administration are completely automated.
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Algorithm1: Adding Stake Holders
and their Roles
1. Input: userAddress, Role is passed to a function
in Smart Contract
/Monly Insurance Company can add to contract)
Adduser( address userAddress, String Role)
onlyOwner
2. Mapping (address => uint) public user AddressList;
3. StakeHolders[] public Roles_List;
4. Check whether the above passed address
is already present in the contract.
//check userAddress in userAddressList
5. uint id= userAddressListfuserAddress];
b. if(id ==0)
/f userAddress not present in the contract,
so add
Add userAddress to user Roles_List
as follows.
Roles_List[userAddress]=
StakeHolder({ Address: user Address,
From: Time5Stamp, role: Role});
{/fwrite this to event
StakeHolder Added(user Address, Role);
else

User is already registered with certain role.

E. Validation of New Policy

In the process of issuing new policy, Insurance company
has to validate with certain check list whether the new pol-
icy holder is eligible for the type of policy he choose,once
all the conditions in checklist is verified corresponding cli-
ents policy-id will be created as described in algorithm 3.

F. Retrieving the details of the stake holders

Policy details can be retrieved by either an Insurance
Agent or policyholder. Policyholder passes session key to
Insurance Agent (ida) for accessing certain details. On expi-
ration of session key, that can’t be used anymore and any
changes that are done by the agent will be recorded only
if it is duly signed and authenticated by the policyholder.

The Insurance Company can see what all hospitals and
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pharmacies are enrolled with their company and it also can
view the number of patients that are availing the services
from the enrolled hospitals, pharmacies, these will be done
using the public key of the hospitals, pharmacies.

G. Processing the Claims

In Proposed framework we have considered some
stakeholders(Emergency, Hospital, Pharmacy, Policyhold-
er) who had done service to the policyholders, those are
eligible for receiving the refund for same. All these stake-
holders send a transaction request to the Insurance Com-
pany or TPA(Third Party Authorization). As TPA acts as
outsourcing for the Insurance Company it also does the
claim settlement. Policy Holder has to sign a message using
the private key for the request. Insurance Company de-
crypts the message using the Elliptic curve cryptography
function ecrecover(). If the decrypted address is present in
the Blockchain, then smart contract validates how much
amount has to be paid and the same will be transferred to
the respective accounts of the stakeholders(Pharmacy,
Emergency, Hospital) as described in the algorithm 2.
Nodes in the network run the consensus algorithm and
append the transaction to blockchain if it is valid. Detailed
description of the claim processing smart contract is shown
in the Figure 5.

Signed Message:
0x2bd417da8309df910acfa85ec45038ed5358d991ca4539

£d55dc4126cb128a087476c71e65b72adb0d0ef9474939d3

2eca0854e3937b3b0d9b8ce738dd7975191A.

Figure 6 shows how the policy owner signs. The signed
message will be send as (64,64,4) bits to smart contract,
smart contract decrypts using ecrecover.

Ethers will be transferred to the stake holders who have
claimed on behalf of the policy holder from Insurance
Comapany or Third Party Authorization and the entire
claim processing is done through Smart Contract, all the
transactions are Immutable and transparent as shown in
figure 7.

Sign Message

0x585bb30e..3Dd1
99.844 ETH

m ADDRESS
&

- BALANCE
Account...

MESSAGE
0xb88422d72f04b9594f70695cb870e9646edcf48c17408851d904a973L

Fig-
ure 6. Sign made by policy owner
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Algorithm 3: Validation of New Policy
1. Input: Pass the customer/policy holder Id., agent Id
to a function in smart contract.

2. Queries the Blockchain with Idc,Ida.

3. If both exists in Blockchain
Functions in Smart Contract has a checklist which
cross-checks some of the fields like client premium
amount with policy premium amount etc.,
If all the details of customer satisfies the checklist then

retumn Ogjents-miic-ia// Client’s policy-id

else

return “Policy can’t be Sanctioned”;
Algorithm2: Processing the claim

INPUL: idpnme xey cvem,MESSAQE, O cncns poncy.sa
1. signedKey -> f(idyuse key e, MESSAQE);
2. pass the signed message as (64,64,4) bits
to smart contract.
3. Smart contract decrypts the signed message
using ecrecover(Elliptic curve cryptography function)
retums ecrecover(message,r,s,v); /idoses meman
A oo ety Ocsemes pancy s EXISIS in Blockchain then
if claimedAmount <= reimbursemenip then
/[IDeduction of amount will be taken care by
Iithe ether wallet and transfers the amount
[lto recipent
TransferAmount(iducss mesn,Number of Ethers);
End
else
rejectclaim(idH,public);
end

end
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Figure 7. Immutable Transactions
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Figure 5. Claim Processing
H. Authentication based on the Stakeholders Role

Authentication mechanism helps to define the control
principle over data and other activities. As Health Insur-
ance industry involves a lot of stakeholders and set of roles
are defined for each of them. The smart contract is encoded
with the set of rules about the role of stakeholders in the
Health Insurance chain, this helps to represent the authen-
ticated and endorsed relationship between each stakehold-
er and helps to verify the ownership of roles. Each stake
holders role is unique and it defines the access eligibility of
specific services, every user has a role and every role has a
service in the Insurance chain[34].

Digital certificates can be a solution for role-based au-
thentication, but these require a public key infrastructure(
PKI).PKI could be insecure and costly for maintenance[

35]. We have defined a smart contract, which does the
verification of user roles in a secure manner without any
centralization, all the relevant information of stakeholders
are encoded in the smart contract and deployed on block-
chain, thus allows transparency in the roles and also main-
tains the anonymity of the users and this serves as, point of
synchronization for various service providers to check their
deserted roles.

Authentication-Response protocol is used for verifying
whether the user owns certain services or not. Every stake-
holder owns an External Owned Account(EOA) which will
be issued by the Insurance Company. As and when request
comes from a certain user for service(EOA.upublickey) is
passed to role-based contract whether u.EOA has a particu-
lar service. Role-based contract responses back saying
Response as (ServicesAvailable) and provides access to the
services accordingly.
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Figure 4. Stake Holders in Health Insuance connected through Blockchain

The protocol does the following tasks
1. Declares the user role.
2. Responding to the user query for accessing the services.
3. Responding to the verification of the user.
A stakeholder can access the service’s iff there is role

r. Service providing contract always communicates with
the role assigned contract to figure out whether the service
has to be given for a request or not according to the output
of the role-based contract. This authentication of roles has
the following properties:
1. The insurance company can issue roles to the stakehold-
ers.Example- Duration of the role etc.
2. Role issuing authority can modify the roles in a
transparent manner.
3. Authority has the right to cancel certain roles if
necessary.
4. Services for the stakeholder will be identified based on
Authentication-Response protocol.
5. Every action that is performed in the roles is transparent.
Stakeholder can’t perform an action on behalf of other
stakeholders in Health Insurance Chain.

The above mechanism achieves transparency because all
the activities are done using Smart Contract and these are
reflected in Ethereum Blockchain and on the events log of

Smart Contract.

|.  Off-chain Storage

As the massive transactions happen in the Health insur-
ance industry daily, there is need to store the information,
storing the details of policyholders and medical reports on
blockchain is very costly Example- $ 76,000/ GB, A kilobyte
is thus 640k gas according to the yellow paper[33].In order
to overcome this issue, we have used IPFS(InterPlanetary
File System).

IPFS is a distributed file system, resulted from the peer-
topeer systems like BitTorrent, SFS, DHTs. There is no sin-
gle point of failure and it is content addressable, there is no
privilege for any nodes in IPFS. Data stored in IPFS can be
communicated/added/retrieved using TCP, TOR, Blue-
tooth no centralized authority involved. Similar to hash
table IPFS also implements a distributed hash table which
provides a mechanism of (Key, Value), nodes that are par-
ticipating can retrieve the value using the key.

Hashing a piece of data generates the content address,
this address is hashed again to generate the key name.
Hashes begin with Qm, it is multihash, means hash itself
specifies the length of hash and hash function from the
starting 2 bytes of multihash.

6 PROTOTYPE AND EXPERIMENTS

Ethereum Blockchain was used and contracts were writ-
ten in solidity v4.0.31.The experiments were carried out on
a system with a quad core Intel i5 processor and 15.6
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GB RAM, running Ubuntu 16.04 (64 bit),Lan speed 15
Mbps.Proposed Framework had been tested wih 3 nodes.
Confirmation time for transactions has been computed
with different number of nodes in the network and the
same are added to the blockchain using 3 node setup as
shown in figure 8. Different types of health records with
different sizes are uploaded for claiming the amount as the
proof of services that are availed by policy holder,and rec-
ords are uploaded in IPFS for storage, figure 9 shows the
gas consumption for different types of records according to
their memory sizes.

MNo of Nodes vs Transactions
2060
2040
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2000

1980 2048 m Transaction/sec

2049

1960

Transactions per Second

1976
1940

1920
1 2 3

Number of Nodes

Figure 8. Number of transactions per second

7 CONCLUSION AND FUTURE WORK

We proposed a working framework of blockchain
providing totally decentralized environment to handle
large number of transactions with the characteristic’s of

Gas Consumption For Claim Submission

In relation to FileSize
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Figure 9. Gas Consumption

transparency and data integrity, Immutability. Our future
work involves integrating Blockchain and Deep Learning
to create Deep Chains. They ensure that model receives the
appropriate data from authenticated sources, which can be
used for training and making right level of business deci-
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sions. Interoperability is one of the essential feature for
blockchains to share information across, we will be devel-
oping a protocol to share the information between R3 Cor-
da[38] and Ethereum Blockchains. A study will be done by
comparing the outcomes with respect to Ethereum and
Corda to check the latency, throughput and tps. This ena-
bles evaluating the varying tradeoff between frameworks.
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